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[bookmark: _Toc146698395][bookmark: _Toc216071604][bookmark: _Toc318967393][bookmark: _Toc392768294][bookmark: _Toc392768731]Introduction
[bookmark: _Toc216071605][bookmark: _Toc318967394]This document consists of the steps necessary to conduct application-level connectivity testing between the Veterans Service Organization (VSO) and Department of Veterans Affairs (VA) for the Digits-to-Digits (D2D) Program.  The steps are to be exercised by the VSO.
Note:  VLER DAS must update its VSO properties file for all new VSOs prior to testing.

[bookmark: _Toc392768295][bookmark: _Toc392768732]Pre-connection steps
1. Review the documents in Onboarding Documents and Requirements located at http://www.innovation.va.gov/program-d2d.html
2. Fill out and send the Site-to-Site Configuration Matrix to VLER DAS.
3. Review the Interface Control Document (ICD) located in the Technical folder at http://www.innovation.va.gov/program-d2d.html, specifically sections 2.3 Operations and 2.4 Security.
4. Review the documents in the Testing and Technical folders at http://www.innovation.va.gov/program-d2d.html
5. Vendor Security Certificates:
a. Purchase a certificate from a trusted authority if you do not currently have one.  Your server’s certificate must not be self-generated.
b. Install the certificate on your server (see below for installation and testing guidance).
6. VA Security Certificates:
a. Request the VA certificates from VA IT BHIE Technical (Email request to VAITBHIETechnical@va.gov)
b. Install the VA Security Certificates and root certificates (see below for installation and testing guidance).
i. There are three (3) different certificates:  Silver, Gold and Production. These certificates must be installed in separate environments.  Do not install all three certificates on the same machine at the same time.
7. Assumptions:
a. It is assumed the vendor will write their own Web Services using the information provided in the documentation at http://www.innovation.va.gov/program-d2d.html
[bookmark: _Toc392768296][bookmark: _Toc392768733]Connectivity Testing
[bookmark: _Toc392768297][bookmark: _Toc392768734]Connectivity using Windows/.NET Servers
· From the server, using Internet Explorer connect to the following WSDL

a. Silver:  
https://silvervler.va.gov/XDRRequest_PortTypeWS/XDRRequestService?WSDL

b. Gold:
https://goldvler.va.gov/XDRRequest_PortTypeWS/XDRRequestService?WSDL

c. Production:
https://vler.va.gov/XDRRequest_PortTypeWS/XDRRequestService?WSDL

· See below screen shot for a sample test result for execution of Step 1:

[image: cid:image001.png@01CF025D.268D9220]
[bookmark: _Toc392768298][bookmark: _Toc392768735]Connectivity using a non-Windows environment
GET the WSDL from the following environments using curl -v -i --cert ssl.cert --key ssl.key --tlsv1 --ciphers RC4-MD5 --request GET 
https://goldvler.va.gov/XDRRequest_PortTypeWS/XDRRequestService

NOTE:  Change ssl.cert and ssl.key to reflect your cert and key. You must run this command from a directory that contains BOTH the ssl cert and ssl key, or specify the absolute path to the cert and key.

a. Silver:
https://silvervler.va.gov/XDRRequest_PortTypeWS/XDRRequestService?WSDL

b. Gold:
https://goldvler.va.gov/XDRRequest_PortTypeWS/XDRRequestService?WSDL

c. Production:
https://vler.va.gov/XDRRequest_PortTypeWS/XDRRequestService?WSDL


A successful connection displays:
[root]# curl -v -i --cert ssl.cert --key ssl.key --tlsv1 --ciphers RC4-MD5 --request GET https://goldvler.va.gov/XDRRequest_PortTypeWS/XDRRequestService
* About to connect() to goldvler.va.gov port 443
*   Trying xxx.xxx.xxx.187... connected
* Connected to goldvler.va.gov (xxx.xxx.xxx.187) port 443







[bookmark: _Toc392067354][bookmark: _Toc392768299][bookmark: _Toc392768736]Application Testing:  Request Messages
Per the Interface Control Document, and using your Web Service, post the D2D SOAP message using the appropriate URL.

Silver (Test):  https://silvervler.va.gov/XDRRequest_PortTypeWS
Gold (PreProd):  https://goldvler.va.gov/XDRRequest_PortTypeWS
Production:  https://vler.va.gov/XDRRequest_PortTypeWS

The following is an example of the full HTTP message VA expects.  The HTTP headers are in blue.  The HTTP headers are typically set automatically by most client HTTP/SOAP frameworks or libraries.  The SOAP message (HTTP Payload) is in red font.  The URL is highlighted in blue.  The encoded EFSS payload section is highlighted in yellow.

POST https://silvervler.va.gov/XDRRequest_PortTypeWS/XDRRequestService HTTP/1.1
Accept-Encoding: gzip,deflate
Content-Type: text/xml;charset=UTF-8
SOAPAction: "tns:ProvideAndRegisterDocumentSet-bRequest"
Content-Length: 1630
Host: bhietestgapp4.vaco.va.gov
Connection: Keep-Alive
User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

<soapenv:Envelope xmlns:v1="http://viers.va.gov/efss/v1" xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:urn="urn:ihe:iti:xds-b:2007" xmlns:urn1="urn:oasis:names:tc:ebxml-regrep:xsd:lcm:3.0" xmlns:urn2="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0" xmlns:urn3="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0">
   <soapenv:Header/>
   <soapenv:Body>
      <urn:ProvideAndRegisterDocumentSetRequest>
         <urn1:SubmitObjectsRequest id="" >
            <urn2:RequestSlotList>
               <!--Zero or more repetitions:-->
               <urn3:Slot name="operationName" >
                  <urn3:ValueList>
                     <!--Zero or more repetitions:-->
                     <urn3:Value>submitForm</urn3:Value>
                  </urn3:ValueList>
               </urn3:Slot>
               <urn3:Slot name="originatingOrganizationName" >
                  <urn3:ValueList>
                     <!--Zero or more repetitions:-->
                     <urn3:Value>vso_name.1</urn3:Value>
                  </urn3:ValueList>
               </urn3:Slot>
               <urn3:Slot name="originatingApplicationName" >
                  <urn3:ValueList>
                     <!--Zero or more repetitions:-->
                     <urn3:Value>VSO Forms Service</urn3:Value>
                  </urn3:ValueList>
               </urn3:Slot>
            </urn2:RequestSlotList>
         </urn1:SubmitObjectsRequest>
         <!--Zero or more repetitions:-->
         <urn:Document id="" >BASE64_ENCODED_EFF_FILE_GOES_HERE</urn:Document>
      </urn:ProvideAndRegisterDocumentSetRequest>
   </soapenv:Body>
</soapenv:Envelope>

A sample full HTTP response.  The HTTP headers are in blue font.  The SOAP response message (HTTP Body), is in red font.

HTTP/1.1 200 OK
Date: Fri, 06 Jun 2014 14:56:53 GMT
Server: Jetty(9.1.3.v20140225)
Content-Length: 568
Content-Type: text/xml;charset="utf-8"
x-response-time: 22ms
X-Powered-By: Servlet/2.5 JSP/2.1
X-Powered-By: Servlet/2.5 JSP/2.1

<?xml version='1.0' encoding='UTF-8'?><S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"><S:Body><ns8:Acknowledgement xmlns:ns2="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0" xmlns:ns3="urn:oasis:names:tc:ebxml-regrep:xsd:lcm:3.0" xmlns:ns4="urn:oasis:names:tc:ebxml-regrep:xsd:query:3.0" xmlns:ns5="urn:gov:hhs:fha:nhinc:gateway:samltokendata" xmlns:ns6="urn:ihe:iti:xds-b:2007" xmlns:ns7="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0" xmlns:ns8="urn:ihe:iti:xdr:2007"><message>SUCCESS: Request Received</message></ns8:Acknowledgement></S:Body></S:Envelope>

The response in the step above contains the acknowledgement from VLER DAS that the request was received.  It does not specify whether the message was processed successfully by downstream systems.  That validation goes beyond the scope of this document (connectivity testing).
[bookmark: _Toc392768300][bookmark: _Toc392768737]Troubleshooting
If you have any issues connecting to VLER DAS, submit the following curl command, after replacing the host name and the file name (@response.xml)
curl -v -i -k --request POST --header "Content-Type: text/xml; charset=utf-8" --header "Accept: text/xml" --header "SOAPAction: \"\"" --header "Accept-Encoding: gzip" --data @response.xml https://goldvler.va.gov/XDRRequest_PortTypeWS/XDRRequestService

If you’re using Windows, you can download a curl executable at:
http://www.confusedbycode.com/curl/#downloads

If the error is not apparent, please send the output to the VA for troubleshooting.

[bookmark: _Toc392768301][bookmark: _Toc392768738]How to setup a Windows server to interact with VA servers in GOLD Using CURL
What you will Need:
· The DAS certificates from the VA. 
· You will need your own SSL certificate that meets VA requirements, with private key as well. 
· Curl, OpenSSL, Microsoft C++ Redistributables.

The VA Certs to Install:
· Federal Common Policy CA file: Fed_CA_root.cer Install in Trusted Root Certificate Authorities
· Betrusted Production SSP CA A1 file: Fed_beTrusted_CA1.cer Install in Intermediate Certification Authorities
· Veterans Affairs Device CA B2 file: Fed_VAD_CA2.cer Install in Intermediate Certification Authorities
· You do not have to install the bhietestgapp4.vaco.va.gov.

Ready Your SSL Certificate For Use With CURL
· You have to export your server certificate (the one you use to do SSL). To do that you use the MMC snap in for certificates. 
· Your SSL cert will most likely be under “Personal”.
· Right click on your certificate – All Tasks – Export

This will bring up the Certificate Wizard

[image: ]
Click ‘Next.’
[image: ]
Click “Yes, export the private key,” then click ‘Next.’

[image: ]
Click on Person Information Exchange – PKCS #12 (.PFX).  Select “Export all extended properties.”  Click ‘Next.’
[image: ]
Type in the password you want for the file.  It can be anything.  Confirm it, click ‘Next.’

[image: ]
Select a location to store your certificate file.  This should be relatively secure.  Click ‘Next.’
[image: ]
Click ‘Finish.’  And you should see ‘The export was successful.’

[image: ]


Installing CURL 
· Curl is generally found on Linux systems but they made a Windows implementation.
· It requires 2 other packages, OpenSSL and Microsoft C++ distrib. 
· Do the default install for the C++ distib and OpenSSL.  You can just unzip curl into a directory somewhere.
· It might be worthwhile to put the bin directories for OpenSSL and curl in the PATH environment statement.

Splitting the certificate and the key
· To use curl you have to split the PFX file.  It contains the certificate as well as the key. You will use Open SSL to do this.
· Bring up a command prompt and type the following.  Assuming you know where your cert is and where you going to put it.
· Pull the cert out.
· OpenSSL pkcs12 -in certname.pfx -out certname.cer -nokeys

You will be prompted:
Enter Import Password
Enter the password you selected in the export process

You should see:
MAC verified OK
Check and see you should see the file wherever you put it
Pull out the key
OpenSSL pkcs12 -in vetserver2.pfx -out vetserver2.key –nocerts

You will be prompted:
Enter Import Password

You will see: 
MAC verified OK

You will then be prompted:
Enter PEM pass phrase
Enter something you will remember

You will then be prompted:
Verifying - Enter PEM pass phrase
Enter it again

Do a directory you should see the files.  The “cer” and “key” files are what we need to execute the curl command.

C:\OpenSSL-Win64\bin>dir cert-name.*
 Volume in drive C is OS
 Volume Serial Number is BAE6-B263

 Directory of C:\OpenSSL-Win64\bin

06/20/2014  02:27 PM             2,861 cert-name.cer
06/20/2014  02:29 PM             2,088 cert-name.key
06/13/2014  10:01 AM             3,489 cert-name.pfx
               3 File(s)          8,438 bytes
               0 Dir(s)   1,950,064,640 bytes free


Issue Curl Command
· To do the connectivity test with curl you have specify your server certificate as part of the command. In order to do that though we had to split it into a certificate file and a key file. 
· curl -v -k https://goldvler.va.gov/XDRRequest_PortTypeWS/XDRRequestService?wsdl --ciphers RC4-MD5 --cert cert-name.cer --key cert-name.key

You will be prompted:
* Hostname was NOT found in DNS cache
*   Trying xxx.xxx.xxx.187...
* Connected to goldvler.va.gov (xxx.xxx.xxx.187) port 443 (#0)
Enter PEM pass phrase:

Enter the PEM pass phrase you entered to create the key file above.

You should then see:
* SSLv3, TLS handshake, Client hello (1):
* SSLv3, TLS handshake, Server hello (2):
* SSLv3, TLS handshake, CERT (11):
* SSLv3, TLS handshake, Request CERT (13):
* SSLv3, TLS handshake, Server finished (14):
* SSLv3, TLS handshake, CERT (11):
* SSLv3, TLS handshake, Client key exchange (16):
* SSLv3, TLS handshake, CERT verify (15):
* SSLv3, TLS change cipher, Client hello (1):
* SSLv3, TLS handshake, Finished (20):
* SSLv3, TLS change cipher, Client hello (1):
* SSLv3, TLS handshake, Finished (20):
* SSL connection using TLSv1.0 / RC4-MD5
* Server certificate:
*        subject: DC=gov; DC=va; OU=devices; CN=bhietestgapp4.vaco.va.gov
*        start date: 2014-04-10 20:43:11 GMT
*        expire date: 2017-04-10 20:43:11 GMT
*        issuer: DC=gov; DC=va; OU=Services; OU=PKI; CN=Veterans Affairs Device
CA B2
*        SSL certificate verify result: self signed certificate in certificate c
hain (19), continuing anyway.
> GET /XDRRequest_PortTypeWS/XDRRequestService?wsdl HTTP/1.1
> User-Agent: curl/7.37.0
> Host: goldvler.va.gov
> Accept: */*
>
< HTTP/1.1 200 OK
< Date: Fri, 20 Jun 2014 18:31:35 GMT
< Content-Length: 1432
< Content-Type: text/xml;charset="utf-8"
< x-response-time: 5ms
< X-Powered-By: Servlet/2.5 JSP/2.1
< X-Powered-By: Servlet/2.5 JSP/2.1
<

And then you will see the WSDL:
<?xml version='1.0' encoding='UTF-8'?><!-- Published by JAX-WS RI at http://jax-
ws.dev.java.net. RI's version is Oracle JAX-WS 2.1.5. --><!-- Generated by JAX-W
S RI at http://jax-ws.dev.java.net. RI's version is Oracle JAX-WS 2.1.5. --><def
initions xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl" xmlns:soap="http
://schemas.xmlsoap.org/wsdl/soap/" xmlns:tns="http://_2007.request.async.xdr.iti
.ihe/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns="http://schemas.xmlsoa
p.org/wsdl/" targetNamespace="http://_2007.request.async.xdr.iti.ihe/" name="XDR
RequestService">
<import namespace="urn:ihe:iti:xdr:async:request:2007" location="https://goldvle
r.va.gov:443/XDRRequest_PortTypeWS/XDRRequestService?wsdl=1"/>
<binding xmlns:ns1="urn:ihe:iti:xdr:async:request:2007" name="XDRRequest_PortTyp
eBinding" type="ns1:XDRRequest_PortType">
<wsaw:UsingAddressing/>
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/
>
<operation name="ProvideAndRegisterDocumentSet-bRequest">
<soap:operation soapAction="tns:ProvideAndRegisterDocumentSet-bRequest"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
</operation>
</binding>
<service name="XDRRequestService">
<port name="XDRRequest_PortType" binding="tns:XDRRequest_PortTypeBinding">
<soap:address location="https://goldvler.va.gov:443/XDRRequest_PortTypeWS/XDRReq
uestService"/>
</port>
</service>
</definitions> * Connection #0 to host goldvler.va.gov left intact

Here is the above “prettied up” a little:
<?xml version='1.0' encoding='UTF-8'?>
<!-- Published by JAX-WS RI at http://jax-ws.dev.java.net. RI's version is Oracle JAX-WS 2.1.5. -->
<!-- Generated by JAX-WS RI at http://jax-ws.dev.java.net. RI's version is Oracle JAX-WS 2.1.5. -->
<definitions xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tns="http://_2007.request.async.xdr.iti.ihe/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns="http://schemas.xmlsoap.org/wsdl/" targetNamespace="http://_2007.request.async.xdr.iti.ihe/" name="XDRRequestService">
	<import namespace="urn:ihe:iti:xdr:async:request:2007" location="https://goldvler.va.gov:443/XDRRequest_PortTypeWS/XDRRequestService?wsdl=1"/>
	<binding xmlns:ns1="urn:ihe:iti:xdr:async:request:2007" name="XDRRequest_PortTypeBinding" type="ns1:XDRRequest_PortType">
		<wsaw:UsingAddressing/>
		<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>
		<operation name="ProvideAndRegisterDocumentSet-bRequest">
			<soap:operation soapAction="tns:ProvideAndRegisterDocumentSet-bRequest"/>
			<input>
				<soap:body use="literal"/>
			</input>
			<output>
				<soap:body use="literal"/>
			</output>
		</operation>
	</binding>
	<service name="XDRRequestService">
		<port name="XDRRequest_PortType" binding="tns:XDRRequest_PortTypeBinding">
			<soap:address location="https://goldvler.va.gov:443/XDRRequest_PortTypeWS/XDRRequestService"/>
		</port>
	</service>
</definitions>

* Connection #0 to host goldvler.va.gov left intact

If you see this, you should be in excellent shape.

[bookmark: _Toc392768302][bookmark: _Toc392768739]Using Google Chrome to test on your Windows server
Follow the steps below:
Restricting ciphers in Google Chrome:
1. Right click on your Chrome shortcut on your computer and select “properties”.  You should have a few similar to the one below:
[image: cid:image001.png@01CF8594.BA467F30]
2. In the Target section, after the command to run the chrome executable, add the following options:
--cipher-suite-blacklist=0xc00a,0xc014,0x0088,0x0087,0x0039,0x0038,0xc00f,0xc005,0x0084
So, your target will look similar to this (your path to the .exe may differ but the rest should remain consistent):
"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --cipher-suite-blacklist=0xc00a,0xc014,0x0088,0x0087,0x0039,0x0038,0xc00f,0xc005,0x0084,0x0035,0xc007,0xc009,0xc011,0xc013,0x0045,0x0044,0x0066,0x0033,0x0032,0xc00c
3. Restart Chrome and try and access the WSDL in question.
[bookmark: _Toc392067355][bookmark: _Toc392768303][bookmark: _Toc392768740]Connection from VLER DAS App GOLD Environment: Response Messages
1. Ask VLER DAS to submit a response message to your response web service.
2. Verify that the response message was processed successfully.
3. VLER DAS will verify receipt of a successful acknowledgement from the VSO.
[bookmark: _Toc392067356][bookmark: _Toc392768304][bookmark: _Toc392768741]Connection from VLER DAS App PRODUCTION Environment: Response Messages
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