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Memorandum of Understanding (MOU)
between

The Department of Veterans Affairs (VA)

Veterans Benefits Administration (VBA)

and
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I. [bookmark: _Toc274570741][bookmark: _Toc287852770][bookmark: _Toc289354972][bookmark: _Toc291533730]EXECUTIVE SUMMARY
This Memorandum of Understanding (MOU) memorializes the agreement between the Department of Veterans Affairs (VA), Veterans Benefits Administration (VBA) and VSO Organization Name regarding the development, management, and operation of a connection between the Digits-to-Digits (D2D) Electronic Claims Service, owned by VBA, and a claim management system, owned or licensed by VSO Organization Name.  The MOU documents the terms and conditions for sharing data and information resources in a secure manner, defines the purpose of the interconnection, identifies relative authorities, and specifies the responsibilities of the participating organizations.  Additionally, the MOU provides details pertaining to the apportionment of cost and the timeline for terminating or reauthorizing the interconnection.  Technical details on how the interconnection is established or maintained are addressed by the Data Transfer Agreement (DTA).
II. GENERAL
[bookmark: _Toc349893928]Parties
[bookmark: _Toc349893930]This MOU is made between VA, VBA and VSO Organization Name.  This MOU is a final, complete and exclusive statement of the agreement of the parties.  VBA will not negotiate written changes to these terms and conditions. 

Background
VBA currently receives a large number of Veteran and Survivor claims and evidence is submitted and managed by the External Claims Submission Business Partner, acting on behalf of Veterans by way of a Power of Attorney (POA) relationship.  Currently, all of the External Claims Submission Business Partner managed claims and evidence is sent as paper submissions to VBA.  To better manage Veteran claims, many of the large External Claims Submission Business Partners have partnered with software vendors to develop/implement claims management systems that capture claims information digitally.
D2D is a data delivery service built to enable the VSO Organization Name to electronically submit data and related attachments from its claim management systems to VBA systems using a standardized and centralized method.  D2D over time will support the submission of digital data from a wide range of VA forms servicing all the VBA Lines of Business (LOB).  All the forms will use a standard National Information Exchange Model (NIEM) compliant specification to ensure adherence to VA regulations and policies, per the DTA.
Data submitted to D2D by the VSO Organization Name that does not meet the VA specified D2D standards or does not result in receipt of a confirmation ID shall not be considered received by VA for purposes of determining date of receipt. 
Data submitted to D2D by the External Claims Submission Business Partner that does meet the VA-specified D2D standards will result in the issue of a confirmation/claim ID by VA to the External Claims Submission Business Partner.  The issue of this confirmation/claim ID confirms the claim submission as successful and that the claim submission has been uploaded to the VA claims management system.  Should VA subsequently lose part or all of the data, that lost claim will be identified and handled in accordance with established VBA policies.
[bookmark: _Toc349893931]Authority
The authority for this Agreement is based on following:
· Privacy Act of 1974, 5 U.S.C. § 552a
· VA Directive 6500, Managing Information Security Risk:  VA Information Security Program
· VA Handbook 6500, Risk Management Framework for VA Information Systems – Tier 3: VA Information Security Program.
This MOU is also in compliance with VA policies listed at http://vaww1.va.gov/vapubs/.
Information submitted to VBA under this program will be added to the Privacy Act System of Records titled, Compensation, Pension, Education, and Vocational Rehabilitation and Employment Records-VA” (58VA21/22/28), a system of record that was first published at 41 FR 9294, March 3, 1976, last amended and republished in its entirety at 77 FR 42593, July 19, 2012..
[bookmark: _Toc349893933]Description of IT Systems
Each IT system is described below: 
· Department of Veteran Affairs Virtual Lifetime Electronic Record (VLER) Gateway  

– Name 
VLER Business Transaction Service

– Function 
The VLER Gateway is an interface for the External Claims Submission Business Partner to submit electronic claims on behalf of claimants. The VLER Gateway will pass the information to the D2D Electronic Claims Service, which performs the following functions:

· Accept electronic veteran claim data and supporting evidence according to VA specifications.
· Validate the format and content of data transmissions.
· Deliver to the appropriate internal VA system to establish the benefit claim request. 
· Once the D2D Electronic Claims Service processes the received data, the data is submitted to VBMS and a Confirmation/Claim ID sent to the External Claims Submission Business Partner.

– Location 
VLER is located in the Austin ITC (AITC) at the following location:
AITC
1615 Woodward Street
Austin, TX  78772

– Description of data, including Federal Information Processing Standards (FIPS) 199, Sensitivity Categorization of Federal Systems 
Data received by the VLER Gateway contains Veteran personal identifiable information (PII) and is a MODERATE level of security.  The D2D electronic claims service uses only the VLER gateway and transport layer components; thereby, it does not interface with the VLER data that is rated at a HIGH level of security.


– Description of data, including sensitivity categorization or classification level
Data transmitted from the parties’ system contain claimant’s personal identifiable information (PII) and is a MODERATE level of security.


[bookmark: _Toc349893934]Communications
Frequent communications are essential to ensure the successful management and operation of the interconnection.  The parties agree to maintain open lines of communication between designated staff at both the managerial and technical levels.  All communications described herein must be conducted in writing, including Email unless otherwise noted. 
VBA and VSO Organization Name agree to designate and provide contact information for the technical lead(s) for their respective system, and to facilitate direct contact between technical leads to support the management and operation of the interconnection.  To safeguard the confidentiality, integrity, and availability of the connected systems and the data stored, processed, and transmitted, the parties agree to provide notice of specific events within the timeframes indicated below. 
[bookmark: _Toc349893935]Security
The parties agree to work together to ensure the joint security of the connected systems and the data stored, processed, and transmitted, as specified in the DTA.  By signing this Agreement, each party certifies that its respective system is designed, managed, and operated in compliance with all relevant federal laws, regulations, and policies.
[bookmark: _Toc349893936]Security Incidents
Technical staff will notify their designated counterparts by telephone or email within one hour when a security incident is detected so that the other party may take steps to determine whether its system has been compromised and to take appropriate security precautions.  The system owner will receive formal notification in writing within one (1) hour of detection of the incident. 
VBA
Jessica Carriveau
Network Information Security Officer
Department of Veterans Affairs
727-319-5954 
VBA’s NETWORK ISO SHARED MAILBOX: vba.networkisos@va.gov




VSO Organization Name
VSO Security Contact Name
Title
VSO Organization Name
Telephone number
E-mail

VA’s Network Information Security Officer will promptly determine whether the incident warrants escalation and comply with the escalation requirements for responding to security incidents.

[bookmark: _Toc349893937]Disasters and Other Contingencies
Technical staff will immediately notify their designated counterparts by telephone or email in the event of a disaster or other contingency that disrupts the normal operation of one or both of the connected systems. 
[bookmark: _Toc349893938]Material Changes to System Configuration
Planned technical changes to the system architecture will be reported to technical staff before such changes are implemented.  The initiating party agrees to conduct a risk assessment based on the new system architecture and to modify and re-sign the MOU within 30 days of implementation. 
[bookmark: _Toc349893940]Personnel Changes
The parties agree to provide notification of the separation or long-term absence of the respective system owner or technical lead.  
[bookmark: _Toc349893941]Cost Considerations
The parties agree to bear their own costs of the interconnecting mechanism and/or media, to include costs to prepare, connect and submit information using D2D. Modifications to either system that are necessary to support the interconnection are the responsibility of the respective system owner’s organization. 
[bookmark: _Toc349893942]Duration 
This agreement will remain in effect for three (3) years after the last date on either signature in the signature block below.  After three (3) years, this agreement will expire without further action.  If the parties wish to extend this agreement, they may do so by reviewing, updating, and reauthorizing this agreement.  The newly signed agreement should explicitly supersede this agreement, which should be referenced by title and date.  If one or both of the parties wish to terminate this Agreement before the expiration date, they may do so upon thirty (30) days' advanced notice or, in the event of a security incident, immediately. 
III.  SIGNATORIES

NOTE: The DTA and the MOU will be signed concurrently.  The MOU will become effective on the date it is signed by the final signatory.  All Parties will sign this MOU and accompanying DTA before any data is provided to VBA.  

We, the undersigned, agree to the terms of this MOU and attest that we are each authorized to enter into this MOU on the behalf of our respective Parties.  This document will be executed on separate signature pages. 

VSO Organization Name:


						_________________________	
Name									Date
Title


III.	SIGNATORIES (continued)

 Veterans Benefits Administration:




													
Maureen Ellenberger									[Date]
Executive Director, Veterans Relationship Management PMO




													
Bradley Houston									[Date]
Director, Office of Business Process Integration


Office of Information and Technology:




													
Tammy Watson									[Date]
Director, VA Enterprise Applications
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