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Data Transfer Agreement (DTA)


between 


The Department of Veterans Affairs (VA)
Veterans Benefits Administration (VBA)
and

VSO Organization Name


                             

Current Date

I.  	PARTIES

This Data Transfer Agreement (DTA) is made between The Department of Veterans Affairs (VA), Veterans Benefits Administration (VBA), and , collectively, “the Parties.”  Hereinafter, the Parties will be individually referred to as VBA, and .

 will ensure that any vendor/contractor acting on its behalf will adhere to the same terms and conditions described in this DTA.  This Agreement is a final, complete and exclusive statement of the Agreement of the parties.  VA will not negotiate written changes to these terms and conditions. 


II.  	PURPOSE

The purpose of this DTA is to establish the terms and conditions under which  will electronically submit claim data captured in its claims management system, , to VBA’s Virtual Lifetime Electronic Record (VLER) Data Access Services (DAS), for the express use and under the express authority as set forth below and pursuant to the Memorandum of Understanding (MOU).

Technical details on how the interconnection is established or maintained are set forth in this DTA.  The co-existing MOU memorializes the agreement between VBA and  regarding the development, management, operation, and security of a connection between the Digits to Digits (D2D) Electronic Claims Service, owned by VA, and a claim management system, owned by the .  

VBA currently receives a large number of Veteran and Survivor claims, and evidence is submitted and managed by the VSO acting on behalf of Veterans by way of a Power of Attorney (POA) relationship.  Currently, all of the claims and evidence managed by the VSO are sent as paper submissions to VA.  To better manage Veteran claims, many of the large VSOs have partnered with software vendors to develop/implement claims management systems (CMS).

D2D is a data delivery service built to enable the VSOs to electronically submit data and related attachments from its CMS to VBA systems using a standardized and centralized method.  Over time, D2D will support the submission of digital data servicing for all VBA Lines of Business (LOB) using a wide range of VA forms.  All the forms will use a standard National Information Exchange Model (NIEM) compliant specification to ensure adherence to VA regulations and policies, per the DTA.


III. 	METHOD OF SUBMISSION, DATA DESCRIPTION AND USAGE

This DTA governs the electronic submission of claim data captured in  owned or licensed by .  The claims-related data is submitted electronically to a VA Privacy Act System of Record (SOR) through the VLER DAS Gateway, which then forwards the data to the VA D2D service.  
Any data sent through the D2D service between the parties will be sent through a secure channel with the data encrypted using Federal Information Processing Standards (FIPS) 140-2 certified methods. 
All  servers using D2D for electronic submissions will first be authenticated using Secure Socket Layers (SSL) certificates before being allowed to transmit data.
 will ensure all data and attachments are scanned for viruses and malware prior to submission to VLER DAS.
The data provided by  will contain personally identifiable information (PII) and will be protected by VA upon receipt in accordance with applicable Federal statutes and regulations regarding information security and confidentiality, as well as VA directive and Handbook 6500, and NIST SP 800-53, Recommended Security Controls for Federal Information Systems and Organization.
The following information will be electronically submitted by :
Claims-related data as captured by  in the digital equivalent of VA Forms such as  VA Form 21-526 EZ, VA Form 21-22
Pension data as captured by  in the equivalent of VA Forms
Survivors’ benefits, including pension claims, burial claims, and dependency and indemnity compensation
Documents as held in evidence for a particular claim being submitted
In return, VA will send back a confirmation ID to  claims management system, which will confirm that VA received the data and successfully processed the data. 
All electronic claim submissions sent to VA through the D2D Service will conform to the National Information Exchange Model (NIEM) specification to ensure adherence to VA regulations and policies and to control quality of the data submitted.
Data submitted by  to D2D through VLER DAS that does not meet the VA specified D2D standards or does not result in the VA issue of a confirmation ID to  shall not be considered received by VA for purposes of determining date of receipt.
To ensure adherence to VA regulations and policies in a timely and efficient manner, new and updated forms universally accepted by VBA Lines of Business (LOB) will meet the standard NIEM-based technical specification (s).



IV.  	AUTHORITY
Legal Authority 

Under the authority granted in 38 U.S.C. § 5902, VA may recognize organizations for the purpose of assisting claimants for VA benefits in the preparation, presentation, and prosecution of their claims. VA has implemented this authority in 38 C.F.R. § 14.628, which prescribes the application requirements for national, state, and regional or local organizations 

Note:  VBA, through VLER DAS, is receiving data from  and is only returning a Confirmation ID that will not contain any Personally Identifiable Information.  There will be no disclosures of information from a VA Privacy Act System of Record (SOR). 

Information submitted to VBA under this program will be added to the Privacy Act System of Record titled, Compensation, Pension, Education, and Vocational Rehabilitation and Employment Records-VA (58VA21/22/28), system of records notice last published at 77 Fed. Reg. 42593-615 (July 19, 2012).  


V.	DESIGNATED POINTS OF CONTACT

The persons identified below are designated as the Parties’ points of contact (POCs) for the performance of the terms of this DTA.  Any questions of interpretation or compliance with the terms of this DTA should be referred to one or more of the following POCs:

VBA 
Jessica Carriveau
Network Information Security Officer
Department of Veterans Affairs
727-319-5954 
VA’s NETWORK ISO SHARED MAILBOX:  vba.networkisos@va.gov

Maureen Ellenberger
Director
Veterans Relationship Management Program Management Office
Department of Veterans Affairs
202-461-9000
Maureen.Ellenberger@va.gov

Ray Tellez
Deputy Director
Office of Business Process Integration
Department of Veterans Affairs
202-461-9797
Ray.Tellez@va.gov

:







The parties agree to provide notification of the separation or long-term absence of the respective system owner or technical lead.  In addition, parties will provide notification of any changes in point of contact information.  Parties also will provide notification of changes to user profiles, including users who resign or change job responsibilities. 


VI.	DATA EXCHANGE METHOD & RESPONSIBILITIES OF THE PARTIES

 will:

Electronically Transfer claimants claim data to VBA, VLER DAS in support of Compensation Service (CS), Pension and Fiduciary Service (PFS), and Vocational Rehabilitation and Employment Service (VR&E) claims.
Receive a Confirmation ID from VBA upon successful transmittal and receipt of the information by VBA.
Receive and implement data values for certain fields to help ensure consistent data is submitted.  Be responsible to electronically submitted data in the right format and right quality (failure to do so will result in a failed request submission and the generation of a data validation error message response).
Be responsible for ensuring the data submitted meets VA standards.
Ensure all data and attachments are scanned for viruses and malware prior to submission to VLER DAS and the D2D service.

VBA will:

Impose Quality Control on the  and systems, including, but not limited to, providing [on a one-time basis] data sets that will be implemented by the partners to ensure consistent data is sent.
Validate the format and content of data transmissions.
Accept valid electronic claimant claim data and supporting evidence, according to VA specifications.
Provide  with a Confirmation (ID) number.
Assume responsibility when a confirmation ID is generated and returned to .
Deliver data to the appropriate internal VA system to establish the benefit claim request.



VII.	SECURITY SAFEGUARDS AND UNAUTHORIZED USE OR DISCLOSURE OF DATA

A. 	Security Safeguards

The security of the electronic information being passed on this asynchronous connection will be protected through the use of FIPS 140-2 certified encryption algorithms and products.

 agrees that data and attachments will not be transmitted to VBA in any way without first being scanned for viruses and malware and encrypted as provided above, pursuant to VA’s privacy requirements.  Data will be captured by  and sent to D2D using Transport Layer Security via secure Hypertext Transfer Protocol (HTTP)/Hypertext Protocol Secure (HTTPS) with encryption and certificate exchange.  Only requests from trusted systems, authenticated upon each submission request via exchanged SSL certificates, will be processed and allowed to pass through the VLER DAS Gateway.   will be required to obtain and maintain a certificate from VLER DAS that will be used for encrypting/decrypting messages and in authenticating with D2D.  Data submissions through D2D will be accomplished using standard web service methods and protocols; therefore,  must be capable of participating as a web service client in order to submit requests containing data through D2D.


VIII. 	EFFECTIVE DATE, DURATION, AND MODIFICATIONS OF DTA

NOTE: The DTA and the MOU will be signed concurrently.  This DTA will become effective on the date it is signed by the final signatory.  All Parties will sign this DTA before any data is provided to VBA.  

It will remain in effect for the duration of three years after the last date in the signature block below, or until it is terminated, whichever comes first.  After three years, this Agreement will expire without further action.  If the parties wish to extend this Agreement, they may do so by reviewing, updating, and reauthorizing this Agreement.  The newly signed agreement should explicitly supersede this Agreement, which should be referenced by title and date. If one or both of the parties wish to terminate this Agreement before the expiration date, they may do so upon thirty (30) days' advanced notice or, in the event of a security incident, immediately.

IX.    SIGNATORIES

We, the undersigned, mutually agree to the terms of this DTA and attest that we are each authorized to enter into this DTA on the behalf of our respective Parties.  This document will be executed on separate signature pages.


:



						_________________________		
	Date
Title                                                                                                          

IX.    SIGNATORIES (continued)


Veterans Benefits Administration:




									                                    	             
Trisha Dang										Date 
Acting Executive Director, Veterans Relationship Management PMO




									                                    	      
Raymond R. Tellez									Date
Deputy Director, Office of Business Process Integration


Office of Information and Technology:




									                                           	  
Tammy Watson									Date
Director, VA Enterprise Applications
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